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From mdot@work, click on Applications - Pass*Key

Applications l
Resources Division Sites Other Links Applications Forms _

ANIXIS Password Reset

Welcome to ANIXIS Password Reset. This system allows you to change your password and
unlock your account, even if you have forgotten your password.

Enroll

You must enroll into this system before you can use it to reset your password or
unloek your account. Enrollment is a one-time process and takes only a few minutes.
Enroll now

-
Reset
Select this option if you have forgotten your password and would like to reset it.

Reset password

«f"j Unlock
2 Your account may become locked if the wrong password is entered too many times
l_l during logon. Select this option to unlock your account. Unlock account

= Change
m Select this option if you know your current password and would like to change it.
Change password

MDOT’s Pass*Key has the following 4 options you can do from any computer as
long as you can get to the intranet (mdot@work):

Enroll
A‘/ You must enroll into this system before you can use it to reset your password or
\\/-\ unlock your account. Enrollment is a one-time process and takes only a few minutes.
Enrgll now

Start here to at Enroll set up
@ Reset your Pass*Key Profile

Select this option if you have forgotten your password and would like to reset it.
B WO

) Unlock
‘ Your account may become locked if the wrong passweord is entered too many times
J during logon. Select this option to unlock your account. Unlock account

3)

= Change
m Select this option if you know your current password and would like to change it.

han: WO

4)
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Enroll
- »(( You must enroll into this system before you can use it to reset your password or
\\‘) unlock your account. Enroliment is a one-time process and takes only a few minutes.
Enrgll now

Pass*Key ~ ENROLL

(@Y

: :
Enrollment is the first step to custom- e

Enter your User name, Domain and Password to confirm your identity. You cannot enroll
if you have forgotten your password, or if your account is locked.

. i
ize your Pass*Key, and only needs to v _
Use the question and answer fields to choose and answer some questions about

yourself. You should choose questions that only you know the answers to. You will need
be done once to answer these questions again to reset your password or unlock your account.

User name |Your Network ID

_ o e Moot <]
1) Complete the information in the e |

Enro” Screen Question 1 |----Choosaaquesnon E‘
Answer |
. Question 2 |- Choose a question — |
2) Select one of the Questions from A |
the drop-down, and type in your B e s esor -
unique answer that you’ll remem- e !
ber Cancel | Next>>
| - Choose a question -— ﬂ

How many pets do you have?

Whatis the name of the hospital in which you were born?
What is your eldest brother's middle name?

What is your eldest child's middle name?

What is your eldest sister's middle name?

What is your father's middle name?

Whatis your mother's maiden name?

What s your mother's middle name?

What is your youngest child's first name?

Whatwas the color of your first car? 3) YOU CannOt use a queStiOI’l/

Whatwas your childhood nickname?

What was your favorite childhood game? ] 2

iiabreas cois trva e il dhosd o answer combination more than
Whatwas your favorite schoolteacher's name?

What was your favonte subject at school? once

Whatwas your first car?
What was your first pel's name?

e 4) Click Next to finish

- Enter your User name, Domain and Password to confirm your identity. You cannet enrall
\1‘) if you have forgotten your passwerd, or if your account is locked.

Use the guestion and answer fields to choose and answer some questions abaut
yourself. You should choose questions that anly you know the answers to. You will need
to answer these questions again to reset your password or unlock your account.

The question "How many pets do you have?” has been selected more than ance. Choose a different
question from the list provided

User name [mehome
Domain MDOT "I
Password

Question 1 | How many pets do you have? _ﬂ
Answer [ltt L1}
femtiee s l[”"“'"a"“’““" youbavel 1 You can change your questions/
Answer AL LI L L L)

. ..
T o s pet> o yeukave? . answers by visiting Enroll again!
Answer [ltt




Rese
Select this option if you have forgotten your password and would like to reset it.
WO

Pass*Key ~ RESET

The Reset Feature lets you reset your
password to password automatically

Type in your Network ID and click Next

Answer each of the 3 questions you
selected in your Enrollment ~ Click
Next to proceed

3) Press Enter or click Next to reset your

password lowercase ‘password’

- Prace Enter or click Next to rece! your network paceword to “pascwerd”. Yeu will ke

required to Change this at next logen.

1)

User name jimtest
Domain HDOT

) I
MNew p 1

Confirm passward

[easnses
[ ]

Cancel |

- Enter your User name and Domain. Click the Next button to continue,

)

User name

|Your Network ID

MDOT - I

Domain

Cancel | Mext >>

Ansuer the quasian below 1o cnfim your dentity. Enter the same ancwer that you
entered guring enrcliment

You may need to answer seversl questions ta resst your password. Do not leave the
computer until your passw set.

maharne
mpoT

What is your mother's maiden name?

eonfirrr your idertity. Enter the same answer that you

wto canfirm you
ertered durag ewaiment.

¢ idertity. Enter the same answer that you

You may need to answer several questions to reset vour password. Do not leave the
compuzer until your password is reses.

User name meharn
Demain HDOT

Question What was your first car?
Answer

Cancel Mext »>

4) A pop-up will indicate
Pass*Key is finished

\

-
=3

- Your password has been reset. Your new p. i di
J because it takes time for account uDdaLes to propagate throughout the network.

d may not be

Main menu I

5) The next time you log into

UJ

the MDOT network, you will be
required to change your reset
password

K.



Logging In After Pass*Key Reset & Changing Your Password ~

After Resetting your locked password to ‘password’ with Pass*Key, you must
change the ‘password’ to something else

Screen of Windows XP prompt to change reset password:

Logon Hessage

@ ‘¥ou are required to change your password at first logon,

Change Password

Change Password

’ 3 ’_
:

Log on to:
Q!cl?asswud: RLLLL LIl
New Password:

Confirm New Password:

= Cee)

Screen of Windows Vista prompt to change password:

@ The user's passward must be changed before logging on the first time

Cancel

Your password has been changed.




n) Unlock
!‘ Your account may become locked if the wrang password is entered too many times
_| | during logon. Select this option to unlock your account. Unlock account

Pass*Key ~ UNLOCK

(@Y

Enter your User name and Domain. Click the Next button to continue.

The Unlock Feature lets you keep your
password and re-enables it for you

{.:.

User nama |Your Network ID

Domain MDOT =

1) Type in your Network ID and click
Next

Cancel ] Next>>

2) You will be presented with the 3
questions/answers to complete just
like the Reset Utility ~

* You will not have to change your password
the next time you log into the MDOT network

N
- Change i ; R @
m Select this option if you know your current password and would like to change it.
Change password
Pass*Key ~ CHANGE &)

y

L. . Change
The Change Password feature is identical [ . = e your user scoount and possuors information. Gl the text buton t continue

1
to Windows’ Ctrl+Alt+Delete i

User name [our Metwork ID
Domain [mDoT =]
Old Password ’7
1) Type in the passwords and click Next N ——
to finish e et —

Cancel | Mext >>

2) Password policy tips

Change
3

The password does not meet the password policy requirements. Check the minimum password
length, password complexity and password histery requirements.

Enter your user account and password information. Click the Next button to continue.

Change Password

] ‘Your password must be & least 8 characters, cannot repeat any of your previous 7 passwords and must be at least 1 days old. Please type a
. differert password. Type a password which meets these requirements in both text boxes.




Pass*Key Review ~
£

R

Enroll

You must enroll into this system before you can use it to reset your password or
unlock your account. Enroliment is a one-time process and takes only a few minutes.

Enrgll now

Definition

Used When

Other

This is where you set up the 3 ques-

tions and unique answers to those
questions for the system to authenti-
cate you, enabling Anixis Pass*Key to
work

Just once, the first time you need this
service ~Or ~

If you want to change your Question/
Answer combinations

Pass*Key will warn you that you are
already enrolled if you try to enroll
again with the same Question/
Answers...

Reset

Select this option if you have forgotten your password and would like to reset it.
R

Definition

Used When

Other

This is where you cannot remember

at all what your password was — Reset
the password to ‘password’ to get
you back into the network

As often as you get your network
password locked up and cannot re-
member what it was

The next time you login, or reboot,
you will prompted to change that tem-
porary password

r'_'.l Unlock
'l | Your account may become locked if the wrong passweord is entered too many times
=l during logon. Select this option to unlock your account. Unl n
Definition Used When Other
This is where you do remember your | As often as you get your network
password, but just didn’t type it in password locked up and want to keep
correctly — Unlock simply allows you | your current password
to continue to use your current pass-
word
@) g:l:’c‘tulchi: option if you know your current password and would like to change it.
- B han WO
Definition Used When Other

This option is when you simply wish
to change your password, and is iden-
tical to the Windows Ctr+Alt+Delete
Change Password feature

Whenever you wish ~ Or ~

The 90 days has expired on your cur-
rent password and you are receiving a
prompt to change it ~Or ~

You are following up a Reset option
to change your password here in-
stead of Windows ~ Or ~

You are having problems with the
Unlock option above and simply want

to start over with a fresh password

You will need to Log Off/Log On with
your newly changed password after
changing it with Pass*Key




Enroll

2™ You must enroll into this system before you can use it to reset your password or
\/\ unlock your account. Enrollment is a one-time process and takes only a few minutes.
Enroll now
Reset

Select this option if you have forgotten your password and would like to reset it.
Reset password

Jmll Unlock
'y Your account may become locked if the wrong password is entered too many times
ul during logon. Select this option to unlock your account. Unlock account

= Change
ﬂ) Select this option if you know your current password and would like to change it.
Change password
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